
SMART HOME
INVESTIGATION

ACTIVITY GUIDE  //  HOME EDITION

Smart home technologies are devices in the home that contain 
a computer and are connected to the Internet. They are often 
referred to as the ‘Internet of Things’ (IoT).* 

Internet of Things can be mistakenly perceived as a magical 
thing, operating without the need for back-end systems, 
infrastructure, impact, or human labour. 

Additionally, smart objects are designed to be so seamless in 
their use that we often ‘forget’ about them, especially in our 
domestic environments where they have become integral to 
our lifestyles.

The purpose of this exercise is to help you (re)open your eyes 
to your familiar environment and recognise just how much 
technology and how many sensors are surround you – providing 
comfort, but also posing significant risks.

START YOUR INVESTIGATION

*IoT, for ‘Internet of Things’, describes devices that embed sensors, connect and exchange 
data with other devices and systems over the Internet or other communications networks. 
In other words, they are items that contain a computer and are connected to the Internet, but 
are not used like a traditional PC, smartphone or tablet. 

#3 MISSION DEBRIEFING

After you’ve explored your entire home, return to where you started 
and collect all the TECH CARDS.  

Now, read the card sides providing information about sensitive data 
and risks. Does it change your evaluation of these devices?  

Take a moment to read the ‘Food for thought’ sheet to learn key 
issues at stake with regard to smart homes and IoT. 

Well done, detectives!
Next, move to the SMART CRIMES investigation.

OBSERVATION TOUR

A home tour exercise to view and review 
technologies of your everyday life



Let’s start! Visit each room of your home and spot the technologies 
around. Each time you spot smart tech or a sensor, pick up the 
matching TECH CARD. For now, focus on the ‘Evaluation’ side, without 
viewing the other side of the card (listing sensitive data and risks): 

Take a moment to conduct your personal evaluation of this tech:

1.	 In your opinion, is it rather USELESS or USEFUL in your 
everyday life? In other words, is it closer to a gadget, or a key 
device? 

2.	 In your opinion, is it rather INTRUSIVE or RESPECTFUL of 
your personal and intimate life? In other words, do you feel 
safe or spied on? 

3.	 Does living with this technology in your everyday life make you 
feel rather VULNERABLE or IN CONTROL? In other words,  
do you master this technology, or do you feel mastered by it? 

A device can incorporate various technologies and multiple sensors, 
such as a camera, microphone, GPS, motion sensor, voice recognition, 
fingerprint scanner, blood pressure monitor, and more. 

In this exercise, we focus on identifying technologies and the sensors 
within each device to imagine what data can be collected.

#1

#2

GET STARTED!

Alright detectives, let’s practise some fieldwork! 
For this activity, you need the following equipment:

The deck of TECH CARDS A pen 

SPOT THE SMART DEVICES

SMART TECH

What you assess here is the ‘smartness’ of the technology. Let’s 
take the example of a smart fridge if you possess one: you assess 
the usefulness / intrusiveness / control of the smart dimension of the 
fridge, not a regular fridge.

Continue the tour until you have visited all the rooms.

TIPS

You can fold the card in half to make it stand upright and 
leave it where you spotted the technology; this will provide 
a visual cue of how technologies are distributed throughout 
your home. 

Did you check yourself as well? 

Some IoT devices are wearable technologies: we carry them 
close to our bodies, often to achieve physical goals (e.g. fitness 
bracelets), health purposes (e.g. fall detection bracelets), or 
simply for convenience (e.g. smart watch). 

If you’re doing this evaluation with your family, grade these 
dimensions based on the average feeling of the group. 



SMART HOME
INVESTIGATION

ACTIVITY GUIDE  //  HOME EDITION

What could go (very) wrong with the smart objects we rely 
on in our everyday life? In this exercise, you will discover 
fictional cases inspired by true stories that highlight current  
issues related to the uses and misuses of the Internet of Things. 

Your mission, should you choose to accept it, is to investigate 
(fictional) ‘smart crime cases’: you know the end of the story, 
but you need to understand how it happened and build up a 
sequence of events. 

How did one or more smart objects (aka ‘the criminals’) fail or 
malfunction, leading to the tragic outcome? There is no ‘right’ 
answer, but a variety of possible scenarios waiting to be 
imagined!

Congratulations, smart inspectors! 
If you feel like it, replay your scenario to imagine a different  

(and happier) ending for the cases you solved:  
What could have been done to avoid such a tragic issue? 

Go on the OBSERVATION TOUR  
if you haven’t done so yet.

SMART CRIMES

Build scenarios to imagine how a smart 
product driven crime case played out

#1

For this activity, you need the following equipment:

The deck of CASE CARDS The INVESTIGATION  
BOARD

LEARN MORE ON SMART HOME SECURITY

Go to nettvett.no for further information and advice 
on protecting your smart home.

GET STARTED!

HOW CAN YOU PROTECT YOUR HOME?

— Disconnect from the cloud by installing your own software on 
your smart home devices or opting for devices that can operate 
offline.

— Review the data and privacy policies of any downloaded apps, 
and use privacy tools like Exodus Privacy (exodus-privacy.eu.org) to 
analyse what data the app is collecting.



The deck of TECH CARDS Sticky notes and pens

Pick up a CASE CARD and the INVESTIGATION BOARD that 
matches this crime case. Two difficulty levels are available; if this  
is your first investigation, start with one of the easier cases. 

Check out the ‘Suspects’ listed on the INVESTIGATION BOARD and 
display the matching TECH CARDS  –  fold the cards in half to make 
them stand upright around the board. You can also add the TECH 
CARDS matching the devices you previously spotted in your home. 

#2 SOLVE THE CRIME

SMART TECH

Take time to read the ‘Clues’ section of the INVESTIGATION BOARD, 
as well as the sensitive data and risks associated with each TECH 
CARD. 

Cross-reference this information to form your first hypothesis. 
Warning: In ‘expert’ cases, some clues can be misleading!

Imagine the series of events that could lead, step by step, to the 
tragic outcome. Write and/or draw your favourite scenario on the 
INVESTIGATION BOARD.

SYNERGY CHALLENGE:
Imagine how several smart objects could be targeted or malfunction 
together! For an example, check the example case on the right.

EXAMPLE

After the investigation, if you want to discover the true story that 
inspired the fictional case, check out the STORIES sheets.

There is no magic solution to protect yourself from IoT failures and 
attacks. Sometimes, the best smart home devices are the ones we 
choose not to buy! 

If you’re thinking of a clear-out, start by getting rid of the tech you 
found to be rather USELESS and/or INTRUSIVE. Why not dismantle 
the devices and recycle the components into low-tech mechanics,  
art pieces, or totems symbolising your newfound freedom?

If you are not ready to take the plunge, start by learning some basic 
tips to minimise the risks and vulnerabilities of your smart home:

— Assess the risks associated with the functions of each IoT and 
consider the possible consequences of equipment failure.

— Follow common Internet security practices: use strong passwords, 
enable two-factor authentication when possible, and keep software 
products up to date.

#4

THE CRIME CASE:
A family had to pay a ransom to a hacker to regain control of 
their smart home.

THE SCENARIO:
The smart printer software had not been updated for a very 
long time. Someone hacked it and gained access to the users’ 
data. From there, the attacker infiltrated and infected the smart 
home’s global security system. All the connected appliances in 
the house were blocked. 
The users were then forced by the hacker to pay a ransom in 
cryptocurrency to regain control of their smart home.
 

REFLECT ON YOUR FINDINGS


